/ Digital Advertising Risk
Analysis Template



Author's note: Template contents in black text are the explanatory notes
designed to support you to complete each section in your own words.

This template is designed to supplement the DMA DPIA template. Due to the
inherent data protection risks often associated with digital advertising, in particular,
“real-time bidding" the DMA strongly recommends as a matter of best practice
that you complete these additional deep dive questions. The I[ICO also
provides more information on AdTech which you can find here.

With digital advertising, there are often many parties involved in the processing of
personal data. It's therefore important you have a good understanding about
what's happening with personal data throughout the “chain” as well as each
party's roles and responsibilities to data protection. Completing these risk
analysis questions demonstrates your accountability to protecting your
customers’ personal data in an online environment.

Question Answer
What legal basis is the social media
platform relying on to serve your
adverts to users based on their interests

and characteristics?

Are the publishers you intend to use for The ICO has flagged some compliance

display advertising compliant with the
IAB Europe Consent & Transparency
Framework?

issues with the IAB framework and are
currently in dialogue with IAB Europe
about making some changes.

However, the framework remains the
only Europe-wide attempt to standardise
the Adtech ecosystem in a way that is
UK GDPR-compliant.

As such, the DMA recommends that
advertisers should view the IAB Europe
Consent & Transparency Framework as
a minimum standard that the AdTech
vendors they use must comply with.

Data & Marketing Association Ltd. 1st Floor Rapier House, 40-46 Lamb’s Conduit Street
London, United Kingdom, WC1N 3LJ t/ 020 7291 3300 e / dma@dma.org.uk w /
www.dma.org.uk



https://ico.org.uk/about-the-ico/what-we-do/our-work-on-adtech/

What are the targeting criteria you
intend to use for your social media
advertising activity?

Are you planning to focus on broad
demographic targeting or do you want to
go more granular than that and target
users based on their interests and
characteristics?

The targeting criteria you plan to use
needs to be clearly understood by the
people responsible for
reviewing/approving the DPIA. This is
because there are some audience
segments that you will be unable to
target without explicit consent e.g.
segments made up of users that make
inferences about special categories of
data such as their health status.

What are the targeting criteria you
intend to wuse for your display
advertising activity?

As above

If applicable, where will tags and other
tracking technologies be placed on our
website/s?

It's important to understand where tags
and other tracking technologies will be
placed on your websites as part of your
direct marketing activity.

For example, tracking on an individual
level shouldn’t be taking place on
webpages displaying sensitive content
(like cancer diagnosis/information) as
you would need explicit consent from
website visitors to do this.

What, if any, personal data will tags and
other tracking technologies be
collecting?

It's important for you to understand what
data is being collected by tags to ensure
you're complying with the UK GDPR
principle of data minimisation.
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